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Abstract 

The development of digital services in school environments has increased the importance of network 
security, particularly in addressing Distributed Denial of Service (DDoS) attacks that can disrupt network 
service availability. This study aims to develop a school network security simulation based on Software 
Defined Networking (SDN) and analyze the characteristics of normal traffic and DDoS attack traffic. The 
research method employed is an experimental approach through network simulation using the Mininet 
emulator and Ryu Controller. The study began with identifying school network security requirements, 
followed by designing the SDN network topology, implementing the simulation environment, generating 
normal traffic, and simulating DDoS attacks using the TCP SYN Flood method. Data collection was conducted 
using Wireshark, tcpdump, and SDN controller logs to obtain traffic parameters such as throughput, packet 
loss, delay, jitter, and packet rate. The results showed that normal traffic had an average throughput of 320 
Kbps with stable network conditions, while during DDoS attacks the throughput increased significantly to 
9.8 Mbps, accompanied by substantial increases in packet loss, delay, and jitter. These findings indicate that 
DDoS attacks directly affect the quality of school network services. Furthermore, the SDN architecture 
provides centralized traffic monitoring capabilities, making it a promising approach for developing DDoS 
detection and mitigation systems in school networks. 
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Abstrak 
Perkembangan layanan digital pada lingkungan sekolah menyebabkan kebutuhan terhadap keamanan 
jaringan menjadi semakin penting, terutama dalam menghadapi ancaman serangan Distributed Denial of 
Service (DDoS) yang dapat mengganggu ketersediaan layanan jaringan. Penelitian ini bertujuan untuk 
membangun simulasi keamanan jaringan sekolah berbasis Software Defined Networking (SDN) serta 
menganalisis karakteristik trafik normal dan trafik serangan DDoS. Metode penelitian yang digunakan adalah 
eksperimen melalui simulasi jaringan menggunakan emulator Mininet dan Ryu Controller. Penelitian diawali 
dengan identifikasi kebutuhan keamanan jaringan sekolah, dilanjutkan dengan perancangan topologi 
jaringan SDN, implementasi lingkungan simulasi, pembangkitan trafik normal, serta simulasi serangan DDoS 
menggunakan metode TCP SYN Flood. Proses pengumpulan data dilakukan menggunakan Wireshark, 
tcpdump, dan log controller SDN untuk memperoleh parameter trafik seperti throughput, packet loss, delay, 
jitter, dan jumlah paket per detik. Hasil penelitian menunjukkan bahwa trafik normal memiliki throughput 
rata-rata sebesar 320 Kbps dengan kondisi jaringan yang stabil, sedangkan saat serangan DDoS terjadi 
throughput meningkat hingga mencapai 9,8 Mbps disertai peningkatan packet loss, delay, dan jitter secara 
signifikan. Hasil tersebut menunjukkan bahwa serangan DDoS berdampak langsung terhadap penurunan 
kualitas layanan jaringan sekolah. Selain itu, arsitektur SDN mampu memberikan kemudahan dalam 
monitoring trafik jaringan secara terpusat sehingga berpotensi digunakan sebagai dasar pengembangan 
sistem deteksi dan mitigasi serangan DDoS pada jaringan sekolah. 
 
Kata kunci: Software Defined Networking; DDoS; Mininet; Ryu Controller; Keamanan Jaringan 
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INTRODUCTION 
 
The development of computer network 

technology in educational environments continues 
to increase along with the growing complexity of 
digital service requirements(Addinillah and 
Sulianta 2024; Rozan et al. 2024; Yakub et al. 2025). 
Modern schools currently utilize computer 
networks to support learning processes, 
administration, internet access, data storage, and 
computer-based examination systems. Dependence 
on such network infrastructure makes network 
security an important factor that must be 
considered(Rivaldi and Purnama 2025; Syah et al. 
2025). Threats to network security, particularly 
Distributed Denial of Service (DDoS) attacks, can 
disrupt network service availability and hinder 
school operational activities(M.Iqbal, Yuhandri 
Yunus, and Syafri Arlis 2024; Ridho, Yudhana, and 
Riadi 2018). 

Distributed Denial of Service (DDoS) 
attacks are one of the most common forms of 
cyberattacks, carried out by flooding a target 
system with an excessive volume of traffic, thereby 
overwhelming network resources and preventing 
them from serving legitimate user request(Asyidiq 
and Fathoni 2025; Elvi Ningsih Telaumbanua et al. 
2025; Kiswanto et al. 2025). The impact of such 
attacks may lead to network performance 
degradation, service access delays, and even 
complete network disconnection. In educational 
environments, these conditions can disrupt digital 
learning activities and hinder access to academic 
information systems(Mudzhaffar 2025; Pribadi 
Fitrian, Syah Putra, et al. 2025). 

Traditional network approaches have 
limitations in network security management and 
monitoring because the control and forwarding 
functions are still integrated within the same 
network devices. Software Defined Networking 
(SDN) has emerged as a solution by separating the 
control plane from the data plane, enabling network 
management to become more flexible, centralized, 
and easier to develop(Fitrian et al. 2025; Pribadi 
Fitrian, Dwi Nurhikmah, and Taupik Anjana 2025). 
The SDN architecture also enables network 
administrators to perform real-time traffic 
monitoring and implement security mechanisms 
that are more adaptive to network threats(Lee et al. 
2019; Oh, Shin, and Lee 2022). 

Several previous studies have shown that 
the implementation of SDN is capable of improving 
network management efficiency and supporting the 
implementation of dynamic network attack 
detection systems(Harja, Rakhmatsyah, and 

Nugroho 2019; Hunaifi and Fauzan Akbar 2019; 
Sdn et al. 2025). In addition, the use of network 
emulators such as Mininet and SDN controllers such 
as Ryu or POX enables network simulations to be 
conducted realistically without requiring a large 
amount of hardware resources(Junediansyah and 
Basuki 2022; Nugroho, Basuki, and Akbar 2025). 
Such simulation environments can be utilized to 
build school network topologies, generate normal 
traffic, and simulate DDoS attacks in order to obtain 
diverse network traffic data. 

However, most previous research still 
focuses on the implementation of Software Defined 
Networking (SDN) architecture to improve 
network management efficiency or develop attack 
detection mechanisms in public network 
environments (Radito, Trisnawan, and Amron 
2020; Yakub et al. 2025). These studies generally 
use simple network topologies or public datasets, 
thus not fully representing the characteristics of 
school networks that have various services, such as 
academic servers, computer laboratories, learning 
internet access, and administrative systems. 
Furthermore, some studies focus more on the 
development of attack detection algorithms 
without providing an overview of the process of 
building a simulated environment that 
approximates real-world conditions as a source of 
traffic data. 

Therefore, there is still a need for research 
that builds a comprehensive SDN-based school 
network simulation environment, starting from 
identifying network security needs, topology 
design, generating normal traffic, to simulating 
DDoS attacks in one integrated experimental 
scenario (Dwi Putri and Gunanto 2025; Ndun 
2025). A representative simulation environment is 
expected to be able to produce more realistic 
network traffic variations so that it can be used as a 
basis for network performance analysis and as a 
dataset source for further research on DDoS attack 
detection and mitigation on SDN architecture. 

Based on these conditions, this study aims 
to design and develop a school network security 
simulation based on Software Defined Networking 
(SDN) using a network emulator(Alssaheli et al. 
2021; Amusan, Alade, and Alabi 2024). The 
research begins with identifying the security 
requirements of school networks, followed by the 
design of an SDN network topology, the generation 
of normal traffic, and the simulation of DDoS attacks 
to produce various network traffic conditions. The 
generated traffic data are expected to serve as a 
basis for network performance analysis and the 
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development of attack detection mechanisms 
within an SDN environment. 

This research is expected to contribute to 
the development of a more adaptive, centralized, 
and efficient school network security system in 
dealing with the threat of cyber attacks, especially 
DDoS attacks in SDN-based network environments. 

 
RESEARCH METHODS 

 
This research was conducted using an 

experimental method through Software Defined 
Networking (SDN)-based network simulation. The 
goal of this method was to build a simulated school 
network environment, generate normal traffic, and 
simulate DDoS attacks to obtain varying network 
traffic conditions. 
 

 
Figure 1. Research stages 

Figure 1 above shows the research flow 
used to build a school network security simulation 
based on Software Defined Networking (SDN). Each 
stage is interconnected, from identifying security 
needs to analyzing the network simulation 
results(Agus and Sulistyo 2025; Putra and 
Lestariningati 2018; Sapu and Muis 2025). 

1. Identify Security Needs 
The first stage is to analyze the network 

and security needs of the school environment. 
This stage gathers information about the 
network services used, such as internet access, 
computer labs, administration servers, and 
digital learning systems. 

Additionally, network security threats that 
could disrupt school services are identified, 
such as Distributed Denial of Service (DDoS) 
attacks, malware, and unauthorized access. The 
identification results are used as a basis for 
determining the network design and security 
mechanisms to be implemented. 
2. SDN Topology Design 

The next step is to design an SDN-based 
network topology. The topology is designed 
using the concept of separating the control 
plane and the data plane so that network 
management can be centralized by the SDN 
controller. 

The design was performed using the 
Mininet network emulator with several virtual 
devices such as OpenFlow switches, user hosts, 
and school servers. Network segmentation was 
created to reflect the actual conditions of the 
school network. 
3. Simulation Implementation 

Once the topology is designed, the next 
step is to implement the simulation 
environment using a network emulator. The 
emulator used is Mininet with a Ryu Controller-
based SDN controller. 

In this phase, all virtual devices are 
configured, including switches, hosts, IP 
addresses, and connections between devices. 
This simulated environment is used to test both 
normal network traffic and DDoS attack traffic. 
4. Generation of Normal Traffic 

The normal traffic generation phase is 
conducted to simulate the daily activities of 
school network users. Normal traffic is 
generated through several network 
communication activities, such as: 
• Pinging between hosts 
• Accessing the school website 
• File transfers 
• Simple data streaming 

The aim of this stage is to obtain the 
characteristics of normal network traffic as 
comparative data against traffic during an 
attack. 
5. DDoS Attack Simulation 

The next step is to simulate a Distributed 
Denial of Service (DDoS) attack. The simulation 
involves sending a large number of network 
packets from multiple attacker hosts to the 
target server. 

The attack method used is TCP SYN Flood 
using tools such as hping3. This stage aims to 
create a network traffic flooding condition so 
that its impact on the school's network 
performance can be observed. 
6. Traffic Data Collection 

During the simulation, all network traffic 
activity is collected for analysis. Data collection 
is performed using network monitoring tools 
such as Wireshark, tcpdump, and logs from the 
SDN controller. 
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7. Analysis of Results 
The final step is to analyze the obtained 

network traffic data. The analysis is performed 
by comparing the characteristics of normal 
traffic and DDoS attack traffic based on 
network performance parameters. 

 
RESULTS AND DISCUSSION 

 
This section presents the research results 

based on the stages that have been carried out, 
namely identifying school network security needs, 
designing a Software-Defined Networking (SDN)-
based network topology, generating normal traffic, 
and simulating a Distributed Denial of Service 
(DDoS) attack. The research results are then 
analyzed to determine the characteristics of 
network traffic a 

 
1. Identify School Network Security Needs 

Identification is carried out through analysis of 
the main network services used in school activities, 
such as internet access for learning, e-learning 
systems, administration services, and school data 
storage servers. 

The analysis results indicate that the school 
network faces several potential security threats, 
particularly DDoS attacks, which can slow down or 
even render network services inaccessible. 
Furthermore, other threats such as malware, brute 
force attacks, and sniffing can also impact the 
stability of the school network. The results of the 
identification of security needs and threats are 
shown in Table 1. 

 
Table 1. School Network Security Service Needs and 
Threats 

N
o 

Network 
Services 

Security 
Threats 

Impact 

1 Learning 
internet 
access 

DDoS, Brute 
Force 

Internet 
access 
disruption 

2 E-
learning 
system 

DDoS, SQL 
Injection 

The system 
cannot be 
accessed 

3 Administr
ation 
Server 

DDoS, 
Malware 

Administratio
n service 
disruption 

4 School file 
sharing 

Sniffing, 
DDoS 

Data leaks 

5 School 
database 
server 

DDoS, Data 
Leakage 

Loss of critical 
data 

 

Based on these identification results, a network 
architecture capable of centralized traffic 
management and monitoring is needed, allowing 
network administrators to detect traffic anomalies 
more quickly. Therefore, the Software-Defined 
Networking (SDN) approach was chosen because it 
separates the control plane and data plane, making 
network management more flexible and adaptive to 
network security threats. 

 
2. SDN Network Topology Design 

This study used a single Ryu Controller-based 
SDN controller to serve as the network's central 
control center. The controller is connected to 
several Open vSwitches, which act as virtual 
switches to regulate traffic flow between hosts. 

The network topology consists of five 
OpenFlow switches and several user hosts divided 
into several network subnets. Network 
segmentation was implemented to create a more 
realistic simulation of the school environment and 
support the process of monitoring network traffic 
between segments according to the school's needs, 
as shown in Figure 2. 

 

 
 

Figure 2. Network Topology of SDN School 
 
Table 2. Device Configuration in Topology 

Device Amount Function 
Ryu 
Controlle
r 

1 SDN Controller as 
network controller 

Open 
vSwitch 

5 Virtual switch 
connected to Controller 

User Host 12 User simulation in each 
segment (Teacher, Lab, 
Student) 

School 
Server 

1 Service server 
(Web/Database/Save 
File) 
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3. Generation of Normal Traffic 

After the network topology was successfully 
established, normal traffic was generated to 
simulate the daily activities of school network 
users. Normal traffic was generated using several 
types of network communication, such as ICMP 
pings, TCP file transfers, and HTTP service access. 

Traffic generation is performed between hosts 
within the network to create network conditions 
that mimic real-world school user activity, such as 
accessing learning websites, sending data, and 
communicating between devices. Normal traffic 
generation parameters are shown in Table 3. 

 
Table 3. Normal Traffic Parameters 

Traffic 
Type 

Protokol Source → 
Destination 

Average 
traffic 
speed 

Web 
Access 

HTTP(TCP) Host → 
Web server 

150-
300 
Kbps 

Transfer 
File 

FTP (TCP) Host → 
Server File 

200-
400 
Kbps 

Ping ICMP Host → 
Host 

10-50 
Kbps 

 
Observations show that normal traffic has a 

relatively stable throughput pattern with low 
packet loss and delay rates. This indicates that the 
designed SDN network is capable of handling 
normal network communications well. The 
resulting normal traffic rate over 300 seconds is 
shown in Figure 3. 

 

 
Figure 3. Normal Traffic Throughput for 300 

Seconds 
 

Figure 3 shows that normal traffic is relatively 
stable with an average throughput of around 320 
Kbps and without significant traffic spikes. 
 

4. DDoS Attack Simulation 
A DDoS attack simulation on a built SDN 

network was conducted by generating a large 
amount of continuous traffic to the target server 
using the TCP SYN Flood protocol. 

The attack was conducted from multiple 
attacker hosts to the school server to create a 
network traffic flood. The simulation process aimed 
to determine changes in network traffic 
characteristics during a DDoS attack. The attack 
parameters are shown in Table 4. 

 
Table 4. DDoS attack simulation parameters 

Parameter Value Description 
Number of 
Attackers 

5 Host H1, h2, h3, h4, h5 
(Student 
segment) 

Target Web Server 
(10.0.10.2) 

School's primary 
service 

Protokol TCP SYN SYN Flood 
Attack 
Duration 

300 seconds Simulation time 

Packet 
Rate 

1000 
packets/secon
d/host 

Total ~5000 
packets/second 

Simulation results show a significant increase in 
network throughput during the attack. 
Furthermore, delay, jitter, and packet loss values 
increased compared to normal traffic conditions. 
These conditions indicate that DDoS attacks can 
impact school network performance and cause a 
decrease in network service quality. The results of 
the increased traffic during a DDoS attack can be 
seen in Figure 4. 

 

  
Figure 4. Throughput during a DDoS Attack 

 
It can be seen that when the attack began (around 
the 30th second), throughput spiked drastically, 
reaching an average of 9.8 Mbps. This indicates a 
flood of traffic to the server. 
 
5. Comparison of Normal Traffic and DDoS Traffic 
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A comparison between normal traffic and DDoS 
attack traffic was conducted to determine changes 
in network performance during the simulation. The 
parameters compared included throughput, packet 
count, packet loss, delay, and jitter. 

The analysis shows that DDoS traffic contains a 
significantly larger number of packets than normal 
traffic. Furthermore, packet loss increases 
significantly due to the influx of traffic to the target 
server. Delay and jitter also increase, degrading 
network communication quality. 
 
Table 5. Comparison of Normal Traffic and DDoS 
Traffic 

Metrics Normal 
Traffic 

DDoS 
Traffic 

Increase 
(%) 

Througput 320 Kbps 9,8 Mbps 2962% 
Number of 
packets 
per 
second 

350 
pkt/s 

5200 
pkt/s 

1386 % 

Packet 
Loss 

1,2 % 28,6 % -  

Average 
Delay 

12 ms 145 ms 1108 % 

Average 
Jitter 

3 ms 38 ms 1167 % 

 
 

 
Figure 5. Comparison of Normal and DDoS Traffic 

Metrics 
 
Based on Table 5 and Figure 5, DDoS attacks 

cause a significant increase in traffic, high packet 
loss, and increased delay and jitter. This impacts the 
quality of school network services. The results will 
form the basis for developing attack detection and 
mitigation mechanisms in SDN-based network 
environments. 

The SDN architecture simplifies network traffic 
monitoring because all traffic flows can be centrally 
monitored through the SDN controller. Thus, SDN 
has the potential to support the development of 

DDoS attack detection and mitigation systems in 
school networks. 
 

CONCLUSIONS AND SUGGESTIONS 
 
Conclusion 

The implementation of a Software Defined 
Networking (SDN)-based network using a network 
emulator was successfully built and was able to 
realistically represent the school network 
conditions. The research began with the 
identification of school network security needs 
which showed that Distributed Denial of Service 
(DDoS) attacks were one of the main threats to the 
availability of school network services. The SDN 
network topology was successfully designed using 
Mininet and Ryu Controller with network 
segmentation representing the school 
environment, including the teacher's room, 
computer laboratory, student room, and school 
server. The developed simulation environment was 
able to run normal network communications and 
support the centralized traffic monitoring process 
through the SDN controller. 

The results of generating normal traffic 
indicate that the network has stable performance 
with consistent throughput values and low delay 
and packet loss. In contrast, the DDoS attack 
simulation using the TCP SYN Flood method 
produces a significant traffic spike, causing an 
increase in delay, jitter, and packet loss, which 
impacts the quality of network service. These 
results indicate that the simulation environment is 
able to clearly depict the differences in 
characteristics between normal network conditions 
and conditions during an attack. 

The development of a comprehensive SDN-
based school network simulation environment, 
starting from identifying security needs, designing 
a topology that represents the school 
infrastructure, generating normal traffic, to 
simulating DDoS attacks in one integrated 
experimental scenario. Unlike previous research 
that generally focused on SDN implementation or 
developing attack detection algorithms, this 
research produces a simulation environment that is 
able to provide network traffic data that is more 
representative of school operational conditions. 
This environment can be used as a medium for 
evaluating network performance as well as a source 
of datasets for developing detection and mitigation 
methods for attacks based on machine learning and 
Intrusion Detection Systems (IDS). 

Thus, this research contributes to the 
provision of an adaptive, centralized, and realistic 
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simulation platform to support the research and 
development of SDN-based school network security 
systems. In the future, this simulation environment 
can be expanded by implementing various types of 
cyberattacks, integrating automated mitigation 
mechanisms, and utilizing artificial intelligence 
algorithms to enhance real-time attack detection 
capabilities. 

 
Suggestion 

Based on the results of the research that 
has been conducted, there are several suggestions 
that can be developed in further research, 
including: 
1. Develop an automatic DDoS attack detection 

system using machine learning or deep 
learning methods on the SDN controller. 

2. Adding variations in network attack types such 
as UDP Flood, ICMP Flood, HTTP Flood, and 
botnet attacks to make the simulation results 
more complex. 

3. Implement automatic mitigation mechanisms 
on the SDN controller to block suspicious traffic 
in real-time.  

4. Perform network performance testing using 
more Quality of Service (QoS) parameters, such 
as latency, availability, and bandwidth 
utilization. 
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